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ABSTRACT 

 Electronic commerce (e- commerce) is generally known as doing business or trade using internet. It is 
basically a type of business model which facilitates the business or a firm to do business electronically. In Bitcoin the 
transactions of digital currency can be performed without any links with banking system or any other centralized 
system. Nowadays, Bitcoin is coming forth as the most prosperous implementation of the concept known as digital 
currency. The Bitcoin maintain its transactions through a public log which is called the blockchain. The Bitcoin 
technology - the protocol and the cryptography – which runs under a strong security track record and this network 
is known to be as one of the largest distributed computing project in the world. These currencies can passively being 
attacked or harmed during the transactions or it can also be targeted on its online storage exchanges or accounts.  
In Bitcoin system, person can transfer money from one pool to another without transaction charges. This study is a 

examine to analyze the conceptual framework, legal perspectives and strengths and weaknesses of Bitcoin if it is 

being used in e-commerce in place of real money. 
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Introduction  

Commerce on the Internet has emerged as the most trusted way of online transactions exclusively 
on financial institutions serving as entrusted third parties for digital payments. While most of the 
transactions works well enough during the access of accounts, it still suffers from its pros and cons. A 
certain percentage of fraud is accepted as unavoidable. In physical currency transactions, these costs and 
payment uncertainties can be abstaining, but unfortunately no other mechanism sustain to carry on 
payments over a communications channel without a trusted party. What is needed is a digital payment 
system based on cryptographic proof instead of trust that allows any two willing parties to transact 
directly with each other without the need for a trusted third party.  

The concept of Bitcoin is a latest way of currency transaction throughout the world economic 
market but not in reach to every person due to lack of understanding of its concept, usage and the 
endangerment it poses to national security. Its legal status and its potential for terror financing require 
more deliberation. Investors in the country need to be provided the whole ambit of Bitcoin functioning to 
helps them to take the best decision in the interest of the nation. This brings us to the question of whether 
Bitcoin digital currency is a dangerous portend for India’s national security. E-commerce operates in all 
four of the major market segments: B to B (business to business), B to C (business to consumer), C to C 
(consumer to consumer), and C to B (consumer to business). Bitcoin is emerging as the fastest digital 
payment system, which depends on cryptographic proof that these payment systems need not any single 
administrator. Bitcoin is also referred as virtual currency, crypto-currency or digital currency. The 
mastermind of Bitcoin was to distribute the ledger containing all Bitcoin payments among each user in 
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the network. Hence, every single transaction is authenticated by every single user and no centralized 
authority required for this. This is why blockchain technology is many a time referred to as ‘distributed 
ledger’ technology, and the blockchain is called a ‘distributed ledger.’ 
Literature Review 

This is quite surprising that the primary application predicated for Bitcoin - e-commerce - has not 
yet been subjected to rigorous scientific scrutiny, despite the fact that its use as an electronic payment 
system for transactions has many important consequences for information systems and distribution 
strategies via electronic channels. This includes transaction costs (Chircu & Mahajan, 2006; Sung, 2006; 
Teo & Yu, 2005), as well as the distribution of risk and trust between traders and customers (Glover & 
Benbasat, 2011; Li, Pieńkowski, Van Moorsel, & Smith, 2012). Few research has been done to investigate 
the link between consumers’ level of knowledge and their use of Bitcoin in e-commerce. 
Objectives of the Study 

• To know the concept of Bitcoin as a whole.  

• To study the working of Bitcoin in E-commerce.  

• To study the harmful effects of Bitcoin on the Indian economy.  

• To evaluate the challenges of Bitcoin. 
Research Methodology 

Secondary data has been used. Data has been collected from various journals, websites and books. 
Being a new concept, and as it is not being used too frequently worldwide, thus it was quite difficult to 
collect the data easily. Secondary data was also not readily available. 
Conceptual Framework of Bitcoin  

The Bitcoin is a virtual digital currency – the technical aspects of which are largely unknown to 
the general public. The Bitcoin, a peer-to-peer digital payment system, is a good technical primer for the 
amateur or those keen to know about it. The unique attributes of the Bitcoin are as under:  

• A Bitcoin has no physical attribute. It is a string of data which retains its uniqueness. The serial 
numbers of a currency notes makes each note unique, the Bitcoins have their own method to 
remain unique.  

• A Bitcoin is protected through a system of digital signatures, hash functions, chain blocks, and 
time stamps. This process ensures that there is no double spending in Bitcoins.  

• There is no need to establish a trusted third party (like the Reserve Bank of India in the case of the 
Indian rupee) as is done with normal currencies. In Bitcoin, a peer-to-peer network ensures that 
the Bitcoin remain unique. Bitcoin has its own unique identity which can be an important trust 
factor for this digital payment system.  

• A Bitcoin is not denominated in any national currency. Its basic unit is 1 Bitcoin. You can trade it 
for any value, even infractions.  
The Bitcoin has its concerns too. The first and principal relates to its stability as a digital currency. 

The Bitcoin volatility index today is 4.07 percent. In comparison, the unpredictability of gold averages 
around 1.2 percent while other major currencies average between 0.5 percent and 1.0 percent. Presently, 
the Bitcoin is a unstable currency. The next concern is what happens if the crypto currency or a Bitcoin 
exchange crashes? However, many countries have adopted Bitcoin as a legal currency though no 
financial institution in the world today is supporting this currency because of its risky nature. Some 
observers feel that China supports it as it provides an alternative to the US dollar, and being a major 
locus of Bitcoin nodes, China can control it. 
Legal Issues of Bitcoin in India 

The Reserve Bank of India (RBI) has given a statement against the usage of fundamental 
currencies/encrypted money like Bitcoin. They have restricted the usage of this currency and taken it as 
breach of anti-money laundering provisions. Also, in an official statement, RBI has alert investors and 
traders of Bitcoin or any other virtual currency, ‘about the potential financial, legal, and security risks 
arising from their use’. In India, the RBI continually alerting and giving notices against crypto currency 
several times in the pastt few years. For instance, in December 2013, Bitcoin exchanges in India had 
to halt their operations after a similar announcement by the RBI. Also, surprise attacks were performed 
on Bitcoin trading platforms. Post RBI alerting and raids, where several Indian digital currency 
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companies like Laxmi coin postponed their launch, some continued with trading. Recently, on 14th July, 
2017 the Supreme Court strictly issued instructions to RBI to ban Bitcoin in India. Furthermore, in June 
2015, the Bitcoin exchange BTCX India was shut down. While we do not have any reported instances of 
crowd funding in this respect, crypto currencies have been widely suspected to finance criminal 
activities. We have to be carefully and critically watching these developments.” 
Security Issues  

The Bitcoin is the purely digital currency that has no physical existence. The issues related to the 
security of the currency are the center of the discussion from the beginning. The efforts are made to make 
these currencies and related as transactions and mining secured but there are still some loops exist in 
front of this currency system. The mining processes as well as transactions are not fully protected and 
colluding investors can take the advantage of the weaknesses in this process. There are few services that 
provide the facility of online digital cash for their clients and it can also be on target of hackers.  
Status of Bitcoin in India  

Use of the Bitcoin has increased in India. Using Indian currency one can buy and sell at Bitcoin 
exchanges. On the internet, some of the Bitcoin exchanges in India are bitcoin.in, unocoin, 
indiabitcoin.com, etc. Bitcoin transactions can be assessed in India, thus, act as a medium to carry out 
terror finance. The responsibility for the regulation of currency in India rests with the Reserve Bank of 
India (RBI). As per Reserve Bank of India, the use of Bitcoin as a source for payment is not authorised by 
any central bank or monetary authority.  

In fact, no legislative or regulatory framework or law has been passed in India as yet. The RBI 
advice, is only a recommendation, use of the Bitcoin is not illicit in India. Now a day’s Bitcoin regulatory 
framework has been use by Terrorists as terror funding in India. Hawala transactions are also being 
carried out through this Bitcoin system which is also hazardous for Indian economy. However, some 
people are supporters of the Bitcoin in India, who states that it is reliable because the Bitcoin service 
providers are following the Know Your Customer (KYC) guidelines. However, if the Reserve Bank of 
India has not recognized the Bitcoin in India, the KYC guidelines has no meaning for their followers as 
these are not regulated by any legally authorized entity in India. 
Pros of Bitcoin as Digital Currency 

Bitcoins have a way to go before becoming an alternative to existing electronic transaction 
systems, but they do provide real advantages to users as under: 

• Freedom in Payment 
� Bitcoin makes easy to send and get money anywhere in the world at any given time. 
� It is a facility that empowers users without any worry about crossing borders, rescheduling for 

bank holidays, or any other limitations one might think will occur when transferring money. 
� Without Central authority one can control money with Bitcoin.  

• Information is Transparent 
� By using block chain, all transactions are available for everyone to see, however personal 

information is hidden. 
� Your public address is what is visible; however, your personal information is not tied to this. 
� Anyone at anytime can verify transactions in the Bitcoin block chain. 
� The manipulation of Bitcoin protocol cannot be carried out by any person, organization, or 

government. This is due to Bitcoin being cryptographically secure. 

• Very Low Fees 
� Currently there are either no charges, or very low charges within Bitcoin payments. 
� With transactions, users might include charges in order to process the transactions faster. The 

higher the fee, the more priority it gets within the network and the quicker it gets processed. 
� Digital Currency exchanges provides base for merchant process transactions by converting 

Bitcoins into flat currency. These services generally have lower fees than credit cards &d 
PayPal. 

• Fewer Risks for Merchants 
Bitcoin transactions cannot be altered, do not carry with them personal information, and are 

secure, merchants are protected from potential losses that might occur from fraud. 
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Cons of Bitcoin as Digital Currency 

• Lack of Awareness & Understanding 
� Fact is many people are still unaware of digital currencies and Bitcoin. 
� People need to be educated about Bitcoin to be able to apply it to their lives. 
� Entrepreneurs are accepting Bitcoins because of its advantages, but still people have more 

belief on older methods of physical currencies. 
� Companies like Tiger direct and Overstock accepting Bitcoin as payment is great. 

However, if they do not have knowledgeable staffs that understand digital currencies, how 
will they help customers understand and use Bitcoin for transactions? 

� The workers need to be education on Bitcoin so that they can help the customers. This will 
definitely take some time and effort. Otherwise, the uses of Bitcoin will no longer be an 
advantage for such large companies, if their staff members are not well educated about the 
mechanism of Bitcoin.  

• Risk and Volatility 
� Bitcoin has instability mainly due to the fact that there is a limited amount of coins and the 

demand for them increases by each passing day. 
� However, it is expected that the volatility will decrease as more time goes on. 
� As more businesses, medias, and trading houses begin to accept Bitcoin, its’ price will 

automatically settle down. 
� Currently, Bitcoin’s price fluctuate everyday mainly due to current events that are related 

to digital currencies. 

• Still Developing 
� Bitcoin is still at its childhood stage with incomplete features that are in development. 
� To make the digital currency more secure and useful, new features, tools, and services are 

currently being developed. 
� Bitcoin has some growth to do before it comes to its full and final potential. 

Conclusion 
The concept of Bitcoin is the first known successful implementation of crypto currency but it is 

still in immature state and the developers are continuously putting their efforts to reduce the 
vulnerability of the Bitcoin. The main threats for Bitcoin are its vulnerability in the mining process and 
transactions and threat to security during the storage of the coins on the online pools. People are just 
beginning to become more aware of it. Bitcoin success depends on, more people need to understand 
what it is and not let their preconceived notions distort the concept of digital currencies. There are 
always pros and cons to any situation in life. To be able to make a good decision, you need to look for the 
good and bad thoroughly before finalizing your decision. Do the same for Bitcoin as digital currency. 
One should first understand what it is, and then decide what you want to do with it.  
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